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Purpose

* [To enhance the robustness of the trust
model in BE-TRUST by increasing the
Integration between the monitor and the
monitered application
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Motivations

* Trust model key elements:

— Application authenticity verication:
o Text and data segments
o [Libranies
o Execution environment
o ASSErtions

— Authenticity tags ilow:

= Replacement

— Code obfuscation
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Motivations

* Monolithic monitors, loosely attached to the
program: can be easily disengaged

— AQOP based monitors
— JIVMITT based monitors
— INET based monitors

* The imtegration between M and P must be strong
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Distributed monitor design

* Soilitware entity as an
abstraction: oi:

Software entity 1
— [Functions
Software entity 2 — Classes
— Miodules
— [Library,

Software entity n — ...
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Distributed monitor design

P

[ Software entity 1

[ Software entity 2 ]

[ Software entity n ]
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Distributed monitor design

* Functional code: performs the
functionalities the entity Is designeadl for

 Tagging code:
— Vieniierng oii static and dynamic paramelers oii B
— Generation of the secure tags flow,

« Replacement/Mutation Code:

— Beplacement; manages, the replacenent oii the tagging
cojols

— Mutation: a mutation iunction dymamically: moediiies the
ERUALO GEL a new: version withi difierent lagging code
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Distributed monitor design

* Advantages:
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Distributed monitor design

* Additional requirements
— Tragging code and lunctional code interlcaved
o' Selitware guards? (H. Chang and W Atallah. Protecting|software

cede by quards: IntPreoceedings oif AGNVIWVershep 0 SECUY and
Prvacy in Digiial Bight Vianagement; 2002]

o Tagoing code replacement not trvial:
—Replace the full entity?

— Use of mutation
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Distributed monitor design

— Code deployed 1 an encrypted. form:?
 Entitics decrypted only when executed

» Once the entity' is loaded inte the main
memoery the attacker hias;ihe poeiential
epportunIty of analyzing the clear code

—\VWe have 1o reduce. this eppoertunity
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Modified trust model

Software entity 2

Storage

Software entity n

eI
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Modified trust model

e Server manager commands:

— JLoad: 1t asks the clicnt manager (o load anew entity
and 1t provides the decrypuion: key,

— Unlead: it asks the client manager to; gaityage a
Soliware entity: whien not necded:

* Reduces the time an entity: 1S/ 1 maain Meniory.
(Clearcode)

o Qtlier entities can clhieck that this mechanism 1S no
tampered: with
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Modified trust model

— Replacement: it communicates with: the replacement
code ol ani entity to:

* Send a new version: of the entity (encrypted with: a
new: key) tor be stored [or the next execution

o Send a mutation conumand te) the entity
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Modified trust model

* The client manager

— Reacts, to) the command received by the server
manager

— JLeads, decrypts and: stanits, the execution ol Soitware
cntitics

Re-TRUST, 20-21 March 2007, Paris




Modified trust model

* Requirements:

— The server has to know the execution status of the
application

— ilae server lias to know thie dependencies (contiol
flow) between soltware entitics
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Modified trust model

Stores the execution status
of the application |

Application
table,

%

Represents the
dependences between
Dependency software entities and

graph, ] allowed execution flows

(&

Server
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Modified trust model

* [Dependency graph
— Obtained at compile time
— Tirade-oiili between granularity and complexity
— Used to schedule the software entities, execution

— [Jsed 10 perlionm: a remote (Server side) control How
mtegrity checking
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Conclusions and future works

* We presented a distributed architecture for the
RE-TRUST monitor and an extension of the trust
model that allows:

— Sirong micgration between monitor and monitored
application

— Jncreased elifort to reverse engineetng the application

— DiStribution: ok the checking activities, between
application: and (rust server
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Conclusions and future works

e Future works:
— Fermalization of the idea
— Jnvestigation on mutation mechanismis

— Applicability analysis on different HW/SW.
platiorms:

s PowerP@: lntel: ...
s Native code. Java, .NE®
— Prototype plationm:
* Vol sysicmiis the candidate plationm
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