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WP2 Purpose

* Toinvestigates sontware-only methodologies to mplement the
Lemote entrusting prnciple witl the tollowing gencrall objectives:

= o) design andicompare varuous S Webascd alicrnativess

= Jig mvestigate and apply: selutions developediion selitwarnc dependability, to
CImOLC CRUSHNG;

— o) design andfanalyze Soliwdre tamperresisiance using two, basic metiods:
ss Dynamically replacing:

s nereasing the complexaly, Ol SoliWare teyerse eniceng:
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UNITN

B\ariano Ceccato
BMila Dalla Preda
MJasvir Nagra
MYoram Ofek
MPaolo Tonella




Tasks

Task 2.5: Design of entrusting protocol (pates: M3-24)

Task 2.4: Increased reverse engineering
complexity for software protection (pates: M3-24)

Task 2.3: Dynamic replacement for
Increased tamper resistance (Dates: M3-24)

Task 2.2: Secure interlocking and authenticity
checking (pates: M3-24)

Task 2.1: Trust Model (mo-me)
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Activities a4

POLITO
Alternatives

(WP leader)
BMario Maldi
MStefano Di Carlo
MPaolo Falcarin
BAntonio Durante
MVivek Sharam

Design Alternatives draft
available on BSCW
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Activities a4

POLITO

(WP leader)

BMMario Maldi 4| POLITO2: WP2 Step 2 - Generic
MStefano Di Carlo Applications

MPaolo Falcarin
BAntonio Durante Generic Applications draft
MVivek Sharam available on BSCW
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Activities a4

POLITO

(WP leader)
BMario Maldi
BStefano Di Carlo

BPaolo Falcarin _ _
POLITOS:. Hard integration between

lA.ntonlo Durante monitored application and
M\ivek Sharam monitor

POLITO 3.1: Remote macro flow monitoring

POLITO 3.1: Mutant software

Emerging ldea
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Activities a4

POLITO

(WP leader)
BMario Maldi
MStefano Di Carlo
MPaolo Falcarin
BAntonio Durante
MVivek Sharam

POLITO4: Testing platform -
from the chat client to VolP
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Activities a4

POLITO

(WP leader)
BMario Maldi
MStefano Di Carlo
MPaolo Falcarin

BAntonio Durante

M\Vivek Sharam
POLITOS5: evaluation of
OS weakness
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Activities @4

UNITN1: WP2 - Step 3: Trust Model

BMariano Ceccato

BMilla Dalla Preda Trust Model draft

B Jasvir Nagra available on BSCW
n am OT€e

BPaolo Tonella
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Activities @4

BMariano Ceccato

BMilla Dalla Preda UNITN2: WP2 - Step 4: Attack Model

MJasvir Nagra
| am Ofe Attack Model draft

BPaolo Tonella available on BSCW
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Activities @4

BMariano Ceccato
BM\illa Dalla Preda

MJasvir Nagra _
B\ oram Ofe UNITN3: Remote entrusting based

WPaolo Tonella on assertions

Emerging ldea
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Activities @4

BMariano Ceccato
BM\illa Dalla Preda
MJasvir Nagra

BPaolo Tonella

UNITN4: Monitor factoring

Emerging ldea
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Activities @4

UNITN

B\ariano Ceccato
BMilla Dalla Preda
MJasvir Nagra
MYoram Ofek
MPaolo Tonella

UNITN5: Software watermarking

Emerging ldea
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Activities @)

SPIIRAS1: Review of Trust & Attack Model

Document available?

Miigor Kotenko
MV asily Desnitsky
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Activities @)

SPIIRAS2: Mobile module replacement
ISsues

Document available?
Miigor Kotenko
MV asily Desnitsky
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Activities @)

SPIIRAS2: Mobile module replacement
ISsues

PIIRAS3: Entrusting pr | ign an
m e oy
WV asily Desnitsky P y

Future activity
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Activities @uq

KuL1: Research in Crypto-Guards

Published paper
KUL EE

BBrecht Wyseur

MJan Cappaert
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Activities @uq

KuL2: White-box cryptography

BBrecht Wyseur

BJan Cappaert Paper to be published
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Activities vs. Tasks
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