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WP3 Goal

Low-trust protection mode Full-trust protection mode

To investigate the combination of 
hardware- and software based software protection



Tasks

3.1 – Trust model

3.2 – HW/SW co-obfuscation

3.3 – Encrypted code execution

3.4 – Observable cryptography

3.5 – Scalability and performance
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3.1 - Drafts

GEM

KUL

Design Alternatives

Generic Applications

Attack Model

Trust Model



3.2 – HW/SW co-obfuscation
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POLITO

KUL

Kick-off

Architecture &
Design Alternatives

HW
Solutions

WP2 SW
Problems
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3.3 – Encrypted code execution
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GEM

KUL

Provable secure code execution

CEF – FUTURE RESEARCH
Computing with Encrypted Functions

CED – FUTURE RESEARCH
Computing with Encrypted Data

Thomas Herlea
Brecht Wyseur



3.4 – Observable cryptography
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KUL Observable crypto

WORKING INTO TOPIC

Attack Model

Sebastian Faust

TUTORIAL ON APRIL 3rd
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Implementation

GEM
SIM

FLASH
MEMORY

USB Token

Application
(e.g. VoIP client)

● Pre-study on VoIP client to support 
Extensible Authentication Protocol

● Configuration of portable applications
– protect user credential
– keep nomadicity feature


