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Student guy = new Student();
String name = “Mathematics”;
Course course = new Course(name);
guy.apply(course);
course.run();
name.match(“Jas”);

y1 x1 = new y1();
String x2 = “Mathematics”;
y2 x3 = new y2(x2);
x1.z1(x3);
x3.run();
x2.match(“Jas”);

T1

T2

T3
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1st session Clear Obfuscated

App1 G1 G2

App2 G4 G3

2nd session Clear Obfuscated

App1 G3 G4

App2 G2 G1
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Student guy = new Student();
String name = “Mathematics”;
Course course = new 

Course(name);
guy.apply(course);
course.run();
name.match(“jas”);

y1 x1 = new y1();
String x2 = 

“Mathematics”;
y2 x3 = new y2(x2);
x1.z1(x3);
x3.run();
x2.match(“jas”);

T1

T2

T3
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Clear Obfuscated

Is the proportion of correct and wrong answers 
statistically correlated with the treatment 

(obfuscation) ?

Correct answer

Wrong answer
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Comprehension Attack Overall

Treatment Wrong Correct Wrong Correct Wrong Correct

Clear 7 11 3 15 10 26

Obfuscated 12 8 12 8 24 16

q

q

p

p

OR
−

−
=

1

1

P-value

(Fisher test)

0.33 0.009 0.006

Effect Size 

(Odds Ratio)
2.3 7.1 3.8

Odd = indicate how 
much likely is that an 
event will occur as 
opposed to it not 
occurring 

P-value < 5% => Causal Effect  

Effect > 1 => Relevant Effect  
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Comprehension Attack Overall

P-value (Mann-Whitney) 0.002 0.19 0.02

Effect Size (Cohen  d ) 1.8 0.2 1.03

( )
σ

clearobf MM
d

−
=

The Cohen d effect 

size indicates the 

magnitude of a main 

factor treatment 

effect on the 

dependent variables Median 2 quartiles

Extension

Outliers
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HA2 The obfuscation significantly increases the time

needed to perform code comprehension tasks
Effect size = 1.8

HA3 The obfuscation significantly reduces the capability
of subjects to correctly perform an attack.

Effect size = 7.1
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� ����	evaluate complexity of reverse engineering binary 

code by asking a group of 10 students (of heterogeneous 

level of experience) to perform static analysis, dynamic 
analysis and change tasks on several C (compiled) 

programs. 

� They found that the subjects’ ability was significantly 

correlated with the success of reverse engineering tasks 

they had to perform. 
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Fisher test

p-value = 0.005977

odds ratio = 0.2613782 
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Fisher test

p-value = 0.3498

odds ratio = 0.3059173 

Fisher test

p-value = 0.6499

odds ratio = 0.5539091

Fisher test

p-value = 0.1409

odds ratio = 0.1399176 

Fisher test

p-value = 0.06978

odds ratio = 0.1395424 
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Wilcox test unpaired one-tailed

P-value 0.02487
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Wilcox test unpaired one-tailed

P-value t1:0.0001373 t2:0.1421 t3:0.1733 t4:0.3418
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