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Overview
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Demonstration
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Content
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Introduction - Scenario
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Introduction - System
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� Validation
� Authentication
� Key & security image 
management

� TPM
� Integrity 
measurement
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Background – What is a TPM?
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Attestation (1)�
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Attestation (2) – Chain of Trust
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Protocol (1)�
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Protocol (2)�

Server Lapto
p

TPM Quote, Login

Security image

User login

Nonce
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Protocol (3)�

Server Lapto
p

nonce, password

File decryption key

User accepts 
security image.

enters password
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Key Management
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Open issues & future work

� 9����������
����$���������������	
������
�� ���

− ��� ��������	���	�������	$����$��

� ��
����
�����	������
� ��	�������::

� ,���	
���
����
�����	������
�::



17

Conclusion
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Questions ?
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TPM Measurement
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PCR 1
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