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- Integrity of system is ensured

. Secure
- Authentication and encryption of files







- Protocol
- Key management

« Conclusion
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- Office machine, home machine, trusted 3™ party
— Trust based on known integrity
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. Office machine, home machine, trusted 3™
party
. Trust based on known integrity
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. Validation . [PM

. Authentication . Integrity

« Key & security image measurement
management







« Hardware chip that provides:

- Integrity measurement early in boot process
- RSA Key generation and management
- And others ...
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- User's private security image

- Privacy CA public key

- Attestation Identity Key (AIK) certificate
- Valid PCR values
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Attestation (2) — Chain of Trust

. Client — Security image — Server
« Server — Privacy Certification Authority (PCA)

. PCA — TPM Manufacturer —

Endorsement Key(EK) —
Attestation Identity Key (AIK) & certificate

. System integrity — Signed by attestation key
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User accepts
security image.
enters password




- Decryption key

- Session management




. Integrity measurement versioning ??
« Robust integrity measurement ??
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« Useful use-case for corporate/mobile computing
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Questions ?




and initrd measurement
« Kernel sends rootFS measurement ?

PCR 1

PCR 2

PCR 3

PCR 4




