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SandMark 15 a tool to watermark, obfuscate, and tamper-proof Java class files

@ Dynamic Wazermark will ertbed a eopyright notice or enstormer identification nurber into the
Tuntime structures of a program.

® St Warevmavk enbeds a mark into the Java bytecode itself.

@ Obfuscare rearranges code to make it harder to understand.

@ Oprirnize runs the BLOAT optirnizer, a dynarmnic inliner, or a static inliner

® Diff compares the bytecodes of two jar-files for similarity.

® View allows you 10 examine and search Java bytecode

@ Decompie allows ou to decompile the elasses in a Jar file

® Quick Protect will help you Obfuscate and Watermark your program automatically.
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US Patent 5,559,884, 1996, Microsoft
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D_’_’ B __ Venkatesan et al.

Program CFG Watermark CFG Marked Program

¢ o
Static Watermarks % @ Q

m Bogus branches tie the watermark CFG to the program.
m Basic blocks are marked so the watermark graph can be
found.

Venkatesan et al., 4th Information Hiding Workshop, IHW’'01

Collberg et al., 6th Information Hiding Workshop, IHW’'04
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D_’_’ B — Graph-Based Watermark

(Control Flow
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Problems
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Graph Attacks W
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Bogus fields . J
Alias analysis

Global roots
Unstealthy nodes

Weak cuts m [he watermark is embedded in the topology of a dynamic
gfc')';se';z graph structure, built at runtime but only for the special
PBW input sequence Zy,--- , 1.

NT

m  Why? Shape-analysis is hard.

Collberg & Thomborson, ACM POPL’'99
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public class Main {
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public class Main {

public static void main(String args|[]){
System.out. println (" Hello.” + args[0]);

Node n4=new Node();
Node n2=new Node();
n2.left=n4; n4.right=n2;
Node n3=new Node();
n2.right=n3;

Node nl=new Node();
nl.left=n2; nl.right=n3;
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CT — Example...

[public class Node {public Node left ,right;}

_|_

-~

public class Main {

public static void main(String args|[]){

System.out. println (" Hello.”" + args[0]);
if (i.equals("World")) {

Node n4=new Node();

Node n2=new Node();

n2.left=n4; n4.right=n2;

Node n3=new Node();

n2.right=n3;

Node n1=new Node();

nl.left=n2; nl.right=n3;
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CT — Example...

[public class Node {public Node left ,right;}

_|_
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public class Main {
public static Node root;
public static void main(String args|[]){
System.out. println (" Hello.”" + args[0]);
if (i.equals("World")) {
Node n4=new Node();
Node n2=new Node();
n2.left=n4; n4.right=n2;
Node n3=new Node();
n2.right=n3;
Node nl=new Node(); root=nl;
nl.left=n2; nl.right=n3;
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Avoiding huge graphs — Enumeration Encoding

1: O

1

1

O
Dynamic T
Watermarks QO
cT |
Problems O
i
Graph Attacks O
Graph Encoding
Bogus fields . . .
Alias analysis m n is represented by the index of the the graph G in some
Lz rosiz enumeration
Unstealthy nodes ._ .
Wikl @ m We must, efficiently, be able to
Collusion _
Problems 1. given n, generate the n:th graph,
PBW . . .
NT 2. given G, find Gs index n.

m  Oriented parent-pointer trees = bit-rate: 1.56 bits per word.
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Avoiding huge graphs — Splitting the graph
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Problems m Planted Plane Cubic Trees can detect and correct one
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- occurrence of node deletion or insertion.
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Error-Correcting Graphs — RPG
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PBW

NT

Collberg et al., Workshop on Graphs in Computer Science 2003.
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Avoiding Bogus Field Addition

m Assume that we have a graph node Node:
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class Node {
public int a;
public Node left , right;
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Avoiding Alias Analysis
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m Why? Static analysis algorithms fail on dynamically changing
structures.
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Avoiding Global Variables

Software Watermarking

(public class Main { W
public static Node root;
public static void main(String args|[]){
Node n2 = new Node();
Node nl = new Node();
nl.left = n2; nl.right = n2;
root = nl;
}
}
- J

m  \We shouldn't store secrets in glob-
als, since there are few of them!

m  Analyze the flow to pass se-
crets along in bogus method ar-
guments.
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Avoiding Unstealthy Node Classes
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Unstealthy nodes 2, H
Weak cuts
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-

-

class Node{
public Node left ,right;
}

m Instead reuse user or standard library classes:

(Linkedljst nd = new LinkedList ();
n4.add(null);

LinkedList n2 = new LinkedList ();
n2.add(n4);

n4.add(n2);

Event n3 = new Event(null ,0, null);
n2.add(n3);

Object[] nl = {n2,n3};

(S
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Avoiding Weak Cuts

m  \We can avoid weak cuts by adding many bogus jumps across
the code, a la Venkatesan:
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NT X =X * 2

two = f(graph)

X =X * two
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Avoiding static collusive attacks
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Avoiding Dynamic Collusive Attacks

The adversary can run two differently obfuscated versions of
two differently fingerprinted programs, lining up code points

at system calls:
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Avoiding Dynamic Collusive Attacks

m The adversary can run two differently obfuscated versions of
two differently fingerprinted programs, lining up code points
at system calls:

P1’ P2’
42 17

Dynamic ( write ) ( A
Watermarks Q-1 - @ write
cr N read | [ ° q
Problems ® rea
Increasing bit-rate II
Graph Attack.s .,W,I:i_t_"‘: ________________ .’write
Graph Encoding \ \
Bogus fields resd || Yo ron
Alias analysis //
Global roots ° l .*
Unstealthy nodes @*@ @*@
Weak cuts \ J \ y
Problems
PBW m  Now he only needs to analyze the code between system calls
NT

- much less work!
m Hard to insert extra system calls to confuse him!
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attacks by small graph perturbations? (ECGs)
bogus field addition? (reflection)
Dynamic attacks by alias analysis? (destructive updates)
cT global variables? (method params)
Problems

introducing extra unstealthy classes? (user/lib classes)
weak cuts? (compute values from graph)

static collusive attacks? (obfuscation)

dynamic collusive attacks? (uhm?)

Increasing bit-rate
Graph Attacks
Graph Encoding
Bogus fields

©OoNOoS O AW H

Alias analysis
Global roots
Unstealthy nodes
Weak cuts
Collusion

PBW

NT

m Attention to detail is important!
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Problems Reuvisited

How do we avoid

huge graphs? (new graph classes)
attacks by small graph perturbations? (ECGs)
bogus field addition? (reflection)
Dynamic attacks by alias analysis? (destructive updates)
cT global variables? (method params)

Problems

introducing extra unstealthy classes? (user/lib classes)
weak cuts? (compute values from graph)

static collusive attacks? (obfuscation)

dynamic collusive attacks? (uhm?)

Increasing bit-rate
Graph Attacks
Graph Encoding
Bogus fields

©OoNOoS O AW H

Alias analysis
Global roots
Unstealthy nodes

VWealc cuts m Attention to detail is important!

Collusion
m Stealth is hard!
ZE:—W m  Dynamic attacks are harder!
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~m _ Path-Based Watermarking

P’ if

Ty - T, [::> S [::> - G9001000%. . [::> 00110111
) ? e wif ) ...110011000. . .

i -
if .
Dynamic

if
Watermarks L | )
CT
Problems

Increasing bit-rate
Graph Attacks

el S m [he branches executed for the secret input generate a stream

Bogus fields of Os and 1s from which the watermark is extracted.
Alias analysis . .
Global roots m  An attacker can easily insert new branches:

Unstealthy nodes

Weak cuts Java = Use an Error Correcting Code
collusion x86 = Tamper-proof the branches

Problems

PBW

NT
Collberg et al., ACM PLDI'04
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Dynamic
Watermarks

CcT

Problems
Increasing bit-rate
Graph Attacks
Graph Encoding
Bogus fields
Alias analysis
Global roots
Unstealthy nodes
Weak cuts
Collusion
Problems

PBW

NT

PBW — Embedding

00110111 l::> [

ECC
Encode

pieces using an error correcting code.
Each piece is individually embedded in the program.
We want to be able to lose some pieces and still recover the
watermark.

Software Watermarking

The watermark is split into a large number of redundant
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PBW — Code Generation

. . I
void main() {
i nt a=25, b=10;
I nt u=0, x=0x1a, c=8;
whil e((a%)!=0) {
(void main() { ) int t =b %a;
Dynamic i nt a=25, b=10; 00110111 b =a a-=t;
Watermarks whi | e( ( a%) ! :O){ g I ; Et ::a; u++;
CT int t=b%; Embed | t==a) u++;
Problems b = a; l::> l::> I f (a==10) u++;
Increasing bit-rate a=t,; I f (a==10) u++;
Graph Attacks } }
Graph Encoding println(b); for(int i1=0; i<c;i++, x>>=1)
Bogus fields i ) if ((x&1)==1) x|=1;
Alias analysis println(b);
Global roots K} )
Unstealthy nodes
Weak cuts
Collusion
Problems . _
PBW m Several different types of code can be generated to increase
NT stealth.

m  Ensure to protect against simple branch-flips!
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PBW — Extraction

Dynamic
Watermarks

Ij:>[ Extract ]I::>

CcT

Problems
Increasing bit-rate
Graph Attacks
Graph Encoding
Bogus fields
Alias analysis
Global roots
Unstealthy nodes
Weak cuts
Collusion
Problems

PBW

NT

Software Watermarking

The program is run with the
Branches are monitored and

00011001001...

11011000110... ECC 0011

10011100110... Decode 0111

00000011011... iyl
00110111

secret Input.
a bitstream extracted.

Using the error correcting code, the watermark pieces are
extracted from the bitstream and recombined into the

watermark.
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Dynamic
Watermarks

CcT

Problems
Increasing bit-rate
Graph Attacks
Graph Encoding
Bogus fields
Alias analysis
Global roots
Unstealthy nodes
Weak cuts
Collusion
Problems

NT

PBW — ECC Encode

pP1=2,p2 =3,p3 =95

44

= 17

Choose pq, ...

INto

Software Watermarking

%4
= W
|44

k(k=1)
2

5 mod pi1ps
7 mod p1p3
2 mod paps3

pieces of the form W = r mod p;py. .

, pr. pairwise relatively prime, split watermark
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Dynamic
Watermarks

CcT

Problems
Increasing bit-rate
Graph Attacks
Graph Encoding
Bogus fields
Alias analysis
Global roots
Unstealthy nodes
Weak cuts
Collusion
Problems

NT

PBW — ECC Encode

pP1=2,p2 =3,p3 =95

W = 5 mod pips 5 = 5
W =17 = W = 7Tmod pip3 = pipa+7 = 13
W = 2mod paps3 pip2 +pips +2 = 18
m  Choose p1,...,pr pairwise relatively prime, split watermark
Into @ pieces of the form W = r mod p;py. .

m  Use an enumeration scheme to turn these into integers, run
through a block-cipher, embed into program.
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Dynamic
Watermarks

CcT

Problems
Increasing bit-rate
Graph Attacks
Graph Encoding
Bogus fields
Alias analysis
Global roots
Unstealthy nodes
Weak cuts
Collusion
Problems

NT

PBW — ECC Encode

pP1=2,p2 =3,p3 =95

64
11---01

W = 5 mod pips 5 = 5 64
W =17 = W = 7Tmod pip3 = pipa+7 = 13 = —"—
_ 01---11

W = 2mod paps pip2 +pips +2 = 18 64
N —
10---00

m  Choose p1,...,pr pairwise relatively prime, split watermark
Into @ pieces of the form W = r mod p;py. .

m  Use an enumeration scheme to turn these into integers, run
through a block-cipher, embed into program.

m The Generalized Chinese Remainder Theorem allows W to

k

be reconstructed from [ﬂ pieces.
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Dynamic
Watermarks

CcT

Problems
Increasing bit-rate
Graph Attacks
Graph Encoding
Bogus fields
Alias analysis
Global roots
Unstealthy nodes
Weak cuts
Collusion
Problems

NT

Software Watermarking

PBW — ECC Decode

Slide a 64-bit window across the bitstream. Throw out those
that don't meet randomness criteria.

110011001

100

D

0011010010010. ..
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PBW — ECC Decode

m Slide a 64-bit window across the bitstream. Throw out those
that don't meet randomness criteria.

.1101110011PL000 0011010010010. ..
Dynamic
Wi\termarks
gToble S m  Reconstruct W = r mod p;pi. by inverting enumeration
Increasing bit-rate SCheme'
Graph Attacks 11---01 5 W = 5 mod pip2
Graph Encoding 01---11 _ 13 s W = T7mod p1p3
Bogus fields 10---00 17 W = 1mod p2p3
Alias analysis 10---11 0 W = 0 mod pip2

Global roots
Unstealthy nodes
Weak cuts
Collusion
Problems

NT
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PBW — ECC Decode

m Slide a 64-bit window across the bitstream. Throw out those
that don't meet randomness criteria.

.1101110011PL000 0011010010010. ..
Dynamic
Wi\termarks
gToble S m  Reconstruct W = r mod p;pi. by inverting enumeration
Increasing bit-rate SCheme'
Graph Attacks 11---01 5 W = 5 mod pip2
Graph Encoding 01---11 _ 13 s W = T7mod p1p3
Bogus fields 10---00 17 W = 1mod p2p3
Alias analysis 10---11 0 W = 0 mod pip2

Global roots

m Build a graph of statements inconsistent wrt to GCRT.

Unstealthy nodes

Weak cuts Compute “most consistent” subgraph.
Collusion
Problems 5 mod p1p2
Tmod pips | Tmod paps s moSPIP2L oy — 17 mod pipaps
NT 7 mod p1p3
0 mod p1p2
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PBW — Adding Branches Attack

m Attack model: the attacker randomly adds bogus conditional
branches to the program.

m [he more pieces we add, the more pieces an attacker has to
destroy in order to destroy the watermark

Dynamic
Watermarks

CcT

Problems
Increasing bit-rate
Graph Attacks
Graph Encoding

m With a 256-bit mark and
| 100 pieces, the attacker

Watermark size
x 128 bits needs to double the number
of branch instructions in the

Bogus fields

Alias analysis
Global roots o 512 bits
Unstealthy nodes

Survivable Branch Insertion (%)

Weak cuts 7 program in order to destroy
Collusion

Problems _ the mark.

PBW 0 e AR AR AR SARAAMMAN ™

NT 100 200 300 400 500

Number of Pieces|nserted
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PBW — Adding Branches Attack

m  How much does CaffeineMark slow down wrt the number of
branches the attacker added?

Dynamic
Watermarks

CT
Problems

o
(o0}
J

Increasing bit-rate
Graph Attacks
Graph Encoding

By doubling the number
of branches, the attacker
slows down the program by

about 40%.

o
o
1 I 1
|

I~
~
|

Bogus fields
Alias analysis

o
N
I

Global roots

Slowdown (Fraction)

Unstealthy nodes

©
o

Weak CUtS 0 lllllllll ]I- lllllllll |2 lllllllll é lllllllll Al 1

Collusi .
ernsion Branch I ncrease (Fraction)
Problems

PBW

NT
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PBW — Time Overhead

m  How does the program slow down as the number of
watermark pieces is increased?

m [he more pieces we insert, the more pieces the attacker
needs to destroy.

Dynamic
Watermarks

CT
Problems

L
o
J

m For Jess we avoid the

/\/ N | hotspots, so slowdown is
’ x Joss negligible.

+ CaffeineMark . ,
m For CaffeineMark we can’t

avoid the hotspots, so slow-
down is > 50%.

Increasing bit-rate
Graph Attacks
Graph Encoding

o
(62}
|

Bogus fields
Alias analysis
Global roots
Unstealthy nodes
Weak cuts

Collusion 0 100 200 300 400 500

ems Number of Pieces|nserted

NT

Slowdown (Fraction)

o
o
X
X
X
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~ @ — Thread-Based Watermark

P’ P’

Al A A

B | | < B

Dynamic _oam
Watermarks ‘ '

CT

Problems T3

O
-~ 0
o

Increasing bit-rate
Graph Attacks
Graph Encoding

Bogus fields . ) . .
R —— m Embed mark in which threads execute which basic blocks.

Global roots .
Unstealthy nodes m  (Can have huge performance degradation.
Uieals iz m  Why? Parallelism-analysis is hard.

Collusion
Problems
PBW

Nagra & Thomborson, 6th Information Hiding Workshop, IHW'04
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SANDMARK — A Software Protection Tool

e 6 SandMark 3.5.0 (Mystique)
File Help

.,—' Home | Dynamic Watermark | Static Watermark | Obfuscate | Optimize | Diff M »

andMark Christian Collberg ( collberg(@es arizona.edu)
Birthmarking

SandMark 15 a tool to watermark, obfuscate, and tamper-proof Java class files.

@ Dvnamic Watermark will embed a copyright notice or customer identification number into the runtime structures of a
Program.

@ Staric Watermark embeds a mark into the Java bytecode itself.

@ Objiiseate rearranges code to make it harder to understand.

@ (piimize runs the BLOAT optimizer, a dynamic inliner, or a static inliner.

@ Diff compares the bytecodes of two jar-files for similarity.

@ Fiew allows you to examine and search Java bytecode.

@ Decompile allows you to decompile the classes in a Jar file.

@ Cuick Frotect will help vou Obfuscate and Watermark yvour program autonatically.

-

- Aé

Software Watermarking 43 / 50



SANDMARK — A Software Protection Tool

33 Obfuscation Algorithms

e 6 SandMark 3.5.0 (Mystique)
File Help

[ - p— — e LV w0
~— Home Dynamic Watermark Static Watermark Obfuscate Optimize Diff = » —

SandMark Christian Collberg (collbergf@ics arizona.edu)

Birthmarking

SandMark 15 a tool to watermark, obfuscate, and tamper-proof Java class files.

@ Dvnamic Watermark will embed a copyright notice or customer identification number into the runtime structures of a
Program.

@ Siaric Watermark embeds a mark into the Java wtecode itself.

@ Objiiseate rearranges code to make it harder to understand.

@ (piimize runs the BLOAT optimizer, a dynamic inliner, or a static inliner.

@ Djf compares the bytecodes of two jar-files for similarity.

@ Fiew allows vou to examine and search Java bytecode.

@ Decompile allows you to decompile the classes in a Jar file.

@ Cuick Frotect will help vou Obfuscate and Watermark yvour program autonatically.

-

- Aé
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SANDMARK — A Software Protection Tool

33 Obfuscation Algorithms 16 Watermarking Algorithms

e 6 SandMark 3.5.0 (Mystique)
File Help

[ - - p— - — - U . )
~— Home Dynamic Watermark Static Watermark Obfuscate Optimize Diff = » —

Sa n d M a rk Christian Collberg |mllh-erg{a‘-cs.arm.edu|

Birthmarking

SandMark 15 a tool to watermark, obfuscate, and tamper-proof Java class files.

@ Mnamic Watermark will embed a copyright notice or customer identification number into the runtime structures of a
POETAML.

[ Warterm embeds a mark into the Java bytecode itself.

@ Obfuscare rearranges code to make it harder to understand.

¢ runs the BLOAT optimizer, a dynamic inliner, or a static inliner.

es the bytecodes of two jar-files for similarity.

allows vou to examine and search Java bytecode.

@ Decompile allows you to decompile the classes in a Jar file.

@ Quick FProtect will help vou Obfuscate and Watermark your program automatically.

-

- Aé

Software Watermarking 43 / 50



SANDMARK — A Software Protection Tool

6 Birthmarking Algorithms

/

33 Obfuscation Algorithms 16 Watermarking Algorithms

e 6 SandMark 3.5.0 (Mystique)
File Help

f — ST— — ™ .
~— Home Dynamic Watermark Static Watermark Obfuscate Optimize Diff = » —

Sa n d M a rk Christian l.-nlll!crg_‘ | collberg s arizona.edu )

Birthmarking

SandMark 15 a tool to watermark, obfuscate, and tamper-proof Java class files.

fe Watermark will embed a copyright notice or customer identification number into the runtime structures of a

nark embeds a mark into the Java bytecode itself.

ranges code to make it harder to understand.

runs the BLOAT optimizer, a dynamic inliner, or a static inliner.

ares the bytecodes of two jar-files for similarity.

tallows vou to examine and search Java bytecode.

llows vou to decompile the in a Jar file.

uscate and Waternwark your program automatically.

cf will help you Obf

-

- Aé
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SANDMARK — A Software Protection Tool

6 Birthmarking Algorithms

/

33 Obfuscation Algorithms 16 Watermarking Algorithms

e 6 SandMark 3.5.0 (Mystique)
File Help

f — S — ™ .
~— Home Dynamic Watermark Static Watermark Obfuscate Optimize Diff = » —

6 bytecode
diff Algorithms

Christian Collberg (collbergf@ics arizona.edu)

SandMark

Birthmarking

SandMark 15 a tool to watermark, obfuscate, and tamper-proof Java class files.

@ D

mic Watermark will embed a copyright notice or customer identification number into the runtime structures of a

runs the BLOAT optimizer, a dynan

pares the bytecodes of twe

aw

B “ 4
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SANDMARK — A Software Protection Tool

6 Birthmarking Algorithms

/

~ Home Dynamic Watermark Static Watermark Obfuscate Optimize piff 1 »

33 Obfuscation Algorithms 16 Watermarking Algorithms

86886 SandMark 3.5.0 (Mystigue)
File Help

6 bytecode
diff Algorithms

Christian Collberg (collbergf@ics arizona.edu)

SandMark

Birthmarking

bytecode
visualization
tools

SandMark 15 a tool to watermark, obfuscate, and tamper-proof Java class files.

@ Dynamic Watermark will embed a copyright notice or customer identification number into the runtime structures of a

eds a mark into the Java bytecode itself.
make it harder to understand.
viimizer, a dynamic inliner, or a static inliner.

aw

B “ 4
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SANDMARK — A Software Protection Tool

6 Birthmarking Algorithms

/

33 Obfuscation Algorithms 16 Watermarking Algorithms

86886 SandMark 3.5.0 (Mystigue)
File Help
,—_' Home Dynamic Watermark Static Watermark Obfuscate Optimize Diff M P —

6 bytecode
diff Algorithms

SandMark

Birthmarking

bytecode
visualization
tools

- aw

B “ 4

6 Software Complexity
metrics
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SANDMARK — A Software Protection Tool

6 Birthmarking Algorithms

/

~ Home Dynamic Watermark Static Watermark Obfuscate Optimize Diff ‘.— P —

33 Obfuscation Algorithms 16 Watermarking Algorithms

86886 SandMark 3.5.0 (Mystigue)

File Help

Christian Collberg (collbergf@ics arizona.edu)

6 bytecode
diff Algorithms

SandMark

Birthmarking

bytecode
visualization
tools

SandMark 15 a tool to watermark, obfuscate, and tamper-proof Java class files.

@ Dhnamic W kwill embed a copyright notice or customer identification number into the runtime structures of a

mpile the

rect will help vou Obfuscate and Watermark vour program automatically.

Large toolbox (graphs,

6 Software Complexity _ :
static analysis,etc)

metrics
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A Session with SANDMARK

Obfuscate y

Sel ect
Al gorithm

u)onfi gure

ORIG jar

SandMark

Birthmarking

m  We obfuscate to protect against attacks by

1. reverse engineering
2. collusive de-watermarking
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A Session with SANDMARK

"WILDCATS!

Obfuscate y l}

Embed Water mark
Sel ect

u)onfi gure

ORIG jar =

NEW jar

SandMark

Birthmarking

m  We obfuscate to protect against attacks by

1. reverse engineering
2. collusive de-watermarking
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A Session with SANDMARK

Recognize Water mark

Fi'ic—Tac—Toe

SandMark

Birthmarking

NEW.jar | =

m  We extract the watermark to prove ownership.
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I

Recognize Water mark

Fi'ic—Tac—Toe

SandMark

Birthmarking

NEW.jar | =

m  We extract the watermark to prove ownership.
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A Session with SANDMARK

xJ (0]
I

Recognize Water mark

Fi'ic—Tac—Toe

SandMark

Birthmarking

NEW.jar | =

m  We extract the watermark to prove ownership.
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A Session with SANDMARK

Recognize Water mark

Fi'ic—Tac—Toe

SandMark

Birthmarking

NEW.jar | =

m  We extract the watermark to prove ownership.
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A Session with SANDMARK

SandMark

Birthmarking

NEWjar | = ="WILDCATS"

m  We extract the watermark to prove ownership.
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SandMark

Birthmarking

A Session with SANDMARK

NEW.jar

Compar e Bytecodes

[=Ex]

Using Trval Difr..done.

100.0%

] inimam (0.6 | Toniat Die = || oite || <100

Maimain Class Main
waimain

Class Main

public static v
0:sconst_0[=)(1)
1. istore_1(501(1)

View
100.0%

Mainfa
Mainfa

5 iload_ 112
16: iadd[96](1)

const_1{4](1
_11270)

public static v ot
e_Edi_Help

> nue?,

71] . R L
652, ll = . | optmise | it | Staistis | View | Becompie Lou ot execution

: 7 Compute Static Statistics

6 gotol167](3) - > null
9 iconst_4[7)(1)

15:iload_1(27)(1)
16 iaqd(98](1)

101)

s vame | Namberof| Number o] i | saie

Sopicarons 1

7. istore_1[601(1) ([T Game
@) -> nul

Class: TTTApplication$4

wemodname | cas | cais | wemon | T

e | orCatcnes

metnoos | puaic me. | mettod | oo owes) | encestion
O o

e
(ConsruciorTTTA. o -}
ol O O FCi—

20 iload_1[27X1
21 iadd[96)1)
15122 istore_116000)

analysis tools.

Software Watermarking

View/Sort Bytecodes

-~ View JarFike
Class Sort_|(MethodSort.|

@ O3 /nome/tapas/Sandmark3. 1/smapps3 /TTT.jar
© [ Keyboardinput
© CITTTApplets 1
& TTTApplets2
© I TTTApplet
© 3 TTTApplication$ 1
© 3 TTTApplcation$2
© (3 TTTApplication$
© (3 TTTApplication$ 4
© [ TTTApplication
© [ TTTBoard
© [ TTTRox
©CITTTGame

etrics Munson

[34: CONSTANT UtfB[1]¢ java/lang/Object’

[35: CONSTANT L8[ 1]C ava awtfevert/ActionListener’)
[36: CONSTANT _UIfBI1IC0V)

[37: CONSTANT _UAfB[ 1] javaawt/event /ActionEvent’)
[38: CONSTANT_UtfB[1]¢'getActionCommand')

[39: CONSTANT _UfB[1]( 0Ljava/lang/String;")

[40: CONSTANT _UIfB[ 1] Ljavallang String, V")

|41 CONSTANT L[ 1)CntValue')

142 CONSTANT _LAfB[ 1]

[43: CONSTANT L8[ 1)CTTTApy
l44: CONSTANT _LAf8[ 1] move”
45 CONSTANT (B[ 110/(0v")

[FIELD: private final TTTApplet this$0 (Syntheic]
IMETHOD: <init>:(LTTTAppleL)V
aload_0

imvokespecial java/lang/Object/ <init> 0V
aload_0

aload_1
putfieic TTT Applet$ 1this§0 LTTTApplet;

pcodes faload - sort

eguiar Expression

ETHOD: ore
new javajlang/integer
dup

aload 1
Imvokevinual Java/awt/event/ AtionEvent/getActionComrn)

To simulate a manual attack we examine the
obfuscated /watermarked program using various static
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A Session with SANDMARK

Compar e Bytecodes
B BEE
Using Trivial Dff..done. | ] Minimum 35 0.0 | Trviat Ditt = [ ife || <100

oo I . Compute Static Statistics

Maimain Class Main Class Main
waimain

public static v

public static v A
0:sconst_0[=)(1) e_Edi_Help
1. istore_1(501(1)

2:load_1[27](1)
1

nul ) ul = . |(“Optimise }Ditr | Statistics | View | Decompite Loy of execition
View 7 6 i~ 7enaoe7os, i e :

il 262255, 43 null = (71))(@62245, nu ,

100.0% const. 47 (©4)E27787, null = (57) .

inact
Malnfat

=
Application$4

wemodname | cas | cais | wemon | T
s vame | Namberof| Number o] i | saic | iz Catcnes
metnoos | puaic me. | mettod | oo owes) | encestion

O u)

6 gotol167](3) - > null . T . — -}
9 iconst_4[7)(1) —— ) B} o FLI—]

iload_1(27)(1)

16 iaqd(98](1)

17. istore_10601(1) ([T Game
@) -> nul

Sopicarons 1

const_1{4](1
_11270)

SandMark e & | B
Birthmarking NEW jar

=

Water mark
located?

Class Sort_ | MethodSort | [34: CONSTANT_Ufe{11¢java/lang/Objecr)
5: CONSTANT UL LIC Java/ awtevemt /ActionListener”

@ O3 /nome/tanas/Sandmark3. 1/smapps3/TTT.jar ;s caN;rwimmHS‘va/ e ’
|37: CONSTANT _Utf8[ 1]("java/awt /event/ActionEvent’)
[28: CONSTANT_UtfB{1iCgetctionCommanct)
O TTTApplets2 139! CONSTANT _UHfE[ 1)("0Ljava/lang/String;")

[40: CONSTANT_UfE{ 1]¢Ljavaltang /String:")
- e
ST s 141 CONSTANT_Ui7e{ 1]cintvalue’)

Application 142 CONSTANT _UtfE{1]¢"

&I TTTApplcations2 143 CONSTANT_UITS{1]cTT TApy
© [ TTTApplication$ 3 |44: CONSTANT L8[ 1]("'move"
© [ TTTApplication$ 4 145 CONSTANT_Uf8[L)(' (")
© [ TTTApplication
par=pllindin FIELD: private final TTTApplet tis$ O (Symheic]
& TTTE0x
& TTTGame

METHOD: <init>:(LTTTApplet)v
aload_0

imvokespecial java/lang/Object/ <init> 0V
aload_0

aload_1
putfieic TTT Applet$ 1this§0 LTTTApplet;
retun

Munson

ETHOD: ore
new javajlang/integer
dup

pcodes faload - sort
aload 1
Imvokevinual Java/awt/event/ AtionEvent/getActionComrn)

eguiar Expression

m Jo simulate a manual attack we examine the

obfuscated /watermarked program using various static
analysis tools.
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A Session with SANDMARK

— | ATTACKED.jar

Obfuscate

NEW.jar

SandMark

el ect
gorithm

nfigure

Birthmarking

m [o simulate an automatic attack we use SANDMARK's
obfuscators ( “SoftStir') to attack the watermark.
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Classpath:

m [o simulate an automatic attack we use SANDMARK's
obfuscators ( “SoftStir') to attack the watermark.
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Classpath:

Watermark destroyed?

m [o simulate an automatic attack we use SANDMARK's
obfuscators ( “SoftStir') to attack the watermark.
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Work in Progress — Birthmarking

Applies
Obfuscation

=~ o[ e

@ Sel | s
- [ -

@

é

SandMark
—
Birthmarking B {bl,b2°"bn} —— B = {bllablz"'b'/n}

m A software birthmark is a set of unique characteristics of a
program.

m Birthmarks are used to detect software theft.
m Characteristics are chosen to be invariant under
semantics-preserving transformations.

Myles & Collberg, 7th Information Security Conference (ISC'04)
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Birthmarking — Whole-Program Paths

m  \We compute dynamic birthmarks using
Whole-Program Paths and graph-similarity metrics.

SandMark

Birthmarking
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Conclusion

m Attention to details is important. The attcker will go for the
easy target first.

m Implementations that cover all the corners are an important
part of the evaluation.

Summary m  Are dynamic attacks harder to defend against?
m  The goal is to make the attacker have to consider the entire

program, not just “interesting pieces.” Dynamic attacks are
useful to chunk up the program.

m Download from sandmark.cs.arizona.edu.
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